CHIEVELEY PARISH COUNCIL

Record Management and Security Policy

Chieveley Parish Council realise that the efficient management of its records is
necessary to comply with its legal and regulatory obligations and to contribute to
the effective overall management of the Parish Council. This document provides
the framework through which this effective management can be achieved and
audited.

The Parish Council seeks to make standard management and operational
documents, minutes, agendas, latest news, community documents and reports
available at the vilage  website www.mychieveley.co.uk  and
www.curridgevillage.co.uk

This policy should be read in conjunction with the Parish Council's General
Privacy Policy and the Records Management Record Retention and Disposal
Schedule 2018.

Scope of the Policy

This policy applies to all records created, received or maintained by the Parish
Council in the course of carrying out its functions.

Records are defined as all those documents which facilitate the business carried
out by the Parish Council and which are thereafter retained (for a set period) to
provide evidence of its transactions or activities. These records may be created,
received, or maintained in hard copy or electronically.

Emails will be purged regularly and deleted safely.

A small percentage of the Parish Council’s records will be selected for permanent
preservation as part of the Council’'s archives and for historical research and
interest.

Responsibilities

The Parish Council has a corporate responsibility to maintain its records and
record management systems in accordance with the regulatory environment. The
person with overall responsibility for this Policy is the Parish Clerk (Proper Officer).
Procedures are in place to ensure that the Parish Council complies with the Data
Protection Act enacted on 23 May 2018. The Parish Council has also notified the
Information Commissioner that it holds personal details about individuals. When
dealing with personal details, Chieveley Parish Council staff and Councillors must
ensure that:

e Data is process fairly and lawfully. Personal information should only be
collected from individuals if staff and Councillors have been open and honest
about why they want the personal information

o Data is processed for specified purposes only

e Data is relevant to what it is needed for
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Data is accurate and kept up to date

Data is not kept longer than it is needed

Data is processed in accordance with the rights of the individuals
Data is kept securely

Only the Clerk can directly access the data, which is held securely by a system of
passwords. It cannot be accessed by members of the public.

Chieveley Parish Council may hold personal information about individuals such as
their addresses, emails, and telephone numbers. This is securely kept at the
office of the Parish Clerk and is not available for public access. All data stored on
the Parish Clerk’s computer and mobile phone is password protected.

Once data falls outside the minimum retention time of the Council’'s Records
Management Retention period, it will be shredded or securely deleted from the
Computer.

Retention of Documents or Electronic Data

The Parish Council is required to maintain a retention schedule. There is a clear
need to retain documentation for audit purposes, staff management, tax liabilities,
and the eventuality of legal disputes and legal proceedings.

This document should be read in conjunction with Chieveley Parish Council
Record Retention and Disposal Schedule which was adopted on 12 June 2018.

The schedule lays down the minimum length of time which the records needs to
be retained for audit and other purposes and the action which should be taken
when it is of no further administrative use.

Additional documents are also identified in a Management Schedule which are not
subject to audit, staff management, tax liabilities and other purposes but for the
general management of the Parish Council or of historical interest.

General Parish Council and community documents and website articles

DOCUMENT MINIMUM RETENTION REASON
PERIOD
Chieveley Village Design Indefinitely Historical archive
Statement
Chieveley Parish Plan Indefinitely Historical archive
Latest News articles 1 year Management
Footpaths & Bridleways 10 years Management
Leaflet
Website and latest news Annually Management
articles
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Most legal proceedings are governed by the ‘Limitations Acts’ which state that
legal claims may not be commenced after a specified period. The specified period
varies, depending on the type of claim in question. If a type of legal proceeding
falls into two or more categories, the documentation will be kept for the longer of
the limitation period.

The retention refers to records services regardless of the media in which they are
stored.

Disclosure of Personal information

If an elected member of the Council needs to obtain personal information to help
carry out their duties, this is acceptable. They are only able to obtain as much
personal information as necessary and it should only be used for the specific
purpose. If, for instance, someone has made a complaint about over hanging
bushes in a garden, the Clerk may give a Councillor or the appropriate local
authority the address and telephone number of the person who has made the
complaint so they can help with the enquiry. A Councilor may only do this
providing they represent the area that the subject lives. Data should never be
used for political reasons unless the data subjects have consented.

Other documents including written notes of the clerk and councilors

The clerk’s hand written notes of Parish Council meetings are routinely destroyed
once a typed up record has been completed. Other hand written notes held by
Councillors or the Clerk from conferences and other Parish Council related events
when no longer relevant or required will be destroyed.

Information from other bodies e.g. planning applications, circulars etc from West
Berkshire Council, BALC, NALC, CCB etc. Such information should be retained
for as long as it is useful and relevant and then destroyed.

Documentation relating to staff/personal information

Should be kept securely and in accordance with the Data Protection principles in
the Data Protection Act 2018 enacted 23 May 2018 and the GDPR adopted in
2016 and enforceable from 25 May 2018. The principles provide that person data
in relation to staff should not be kept for longer than is necessary for the purpose it
was held. However, after an employment relationship has ended, the Parish
Council will need to retain and access staff records for former staff for the
purposes of giving references, payment of tax, national insurance contributions
and pensions, and in respect of any related legal claims made against the Parish
Council.

Data received and created by Parish Councillors

All data received and created by Councillors acting on behalf of the Parish Council
and in their role as an elected member is subject to the Data Protection Act 2018,
Freedom of Information Act 2000 and GDPR 2016.
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It is recognised that members of the public may contact Chieveley Parish
Councillors directly through email or letter from time to time. Councillors should:-

o Forward the email or letter to the Parish Clerk to respond and delete any
electronic copy from their system; or

e Respond to the email or letter directly and provide a copy to the clerk for
the formal record.

If Councillors retain personal information either in paper format or electronically
about individuals such as their addresses, emails, and telephone numbers when
acting on behalf of members of the public and local organisations it is
recommended they seek advice from the Commissioner’s Office.

It is the responsibility of the Parish Councillor, if in doubt, to seek clarification from
the Commissioner’'s Office helpline on 01625 545745 to establish whether they
should apply for individual registration.

It is safest for Councillors to delete any correspondence once a matter has come
to a natural conclusion rather than hold the information indefinitely. If you believe
the correspondence is important historically to the Parish Council then please
send a copy to the Parish Clerk clearly marked for the 'formal record' and it will be
kept for the appropriate time.
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